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2012 Seoul Nuclear Security Summit2012 Seoul Nuclear Security Summit

�� 2009 Prague:2009 Prague:President Obama in his speech called thePresident Obama in his speech called the
possession of nuclear weapons by terrorists the mostpossession of nuclear weapons by terrorists the most
immediate and extreme threat to global securityimmediate and extreme threat to global security

�� 2010 12010 1stst Nuclear Security Summit in WashingtonNuclear Security Summit in Washington
discussed strengthening of nuclear security and discussed strengthening of nuclear security and 
developed a developed a global work plan global work plan to secure all vulnerableto secure all vulnerable
nuclear materials within 4 yearsnuclear materials within 4 years

�� 2012 22012 2nd nd Nuclear Security Summit in Seoul Nuclear Security Summit in Seoul will discuss:will discuss:
�� cooperative measures to combat the threat of nuclearcooperative measures to combat the threat of nuclear

terrorismterrorism
�� protection of nuclear material and related facilitiesprotection of nuclear material and related facilities
�� prevention of illicit trafficking of nuclear materi alsprevention of illicit trafficking of nuclear materi als
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Washington Nuclear Security Washington Nuclear Security Summit Summit 

CommuniquCommuniquéé and Work Planand Work Plan

Nuclear materials security improvements as a result of Nuclear materials security improvements as a result of 
becoming a signatory to the Washington Nuclear Security becoming a signatory to the Washington Nuclear Security 
Summit CommuniquSummit Communiquéé and Work Plan in CR:and Work Plan in CR:

�� effective national legislationeffective national legislation-- regularly updated in regularly updated in 
accordance with the international standards and best accordance with the international standards and best 
practicepractice

�� SSACSSACon the SONS (National Regulatory Authority)on the SONS (National Regulatory Authority)
�� compliance inspectionscompliance inspectionsof licence holders on a regular basisof licence holders on a regular basis

�� regular contributions to the IAEA regular contributions to the IAEA Nuclear Security FundNuclear Security Fund
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International Agreements International Agreements 

and Conventionsand Conventions
�� CR has ratifiedCR has ratified the amendment of the CPPNM the amendment of the CPPNM on 21 May on 21 May 

20082008
�� Physical protection is fully covered forPhysical protection is fully covered fordomestic use, domestic use, 

storage and domestic or international transport of nuclear storage and domestic or international transport of nuclear 
materialmaterial

�� CR regularly organizes regional training courses onCR regularly organizes regional training courses on
physical protection of nuclear material and facilitiesphysical protection of nuclear material and facilities

�� IAEA Implementing Guide on the Development, Use and IAEA Implementing Guide on the Development, Use and 
Maintenance of the Maintenance of the Design Basis ThreatDesign Basis Threatwas implemented was implemented 
into the legislation in 2005into the legislation in 2005

�� INFCIRC/225/Rev.5INFCIRC/225/Rev.5
CR was content with all three nuclear security CR was content with all three nuclear security 
recommendationsrecommendations
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National legislationNational legislation

�� Decree No. 144/1997 Coll. Decree No. 144/1997 Coll. of the SONSof the SONSon Physical on Physical 
Protection of Nuclear Material and Nuclear Facilities andProtection of Nuclear Material and Nuclear Facilities and
Their Classification,Their Classification, amended in Decree of the SONS amended in Decree of the SONS 
No. 500/2005 Coll.No. 500/2005 Coll.

�� implementing basic principles of CPPNM, implementing basic principles of CPPNM, 
INFCIRC/225INFCIRC/225

�� categorization of nuclear materials and nuclear categorization of nuclear materials and nuclear 
facilities or parts of nuclear facilitiesfacilities or parts of nuclear facilities

�� designation of guarded, protected and inner areadesignation of guarded, protected and inner area
�� system and scope of physical protection of nuclear system and scope of physical protection of nuclear 

material in transportmaterial in transport
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National legislationNational legislation

�� Decree of the SONS No. 500/2005 Coll.Decree of the SONS No. 500/2005 Coll.

�� incorporating incorporating DBT DBT for nuclear facilities into national for nuclear facilities into national 
legislationlegislation

�� new requirements for technical systems of physical new requirements for technical systems of physical 
protectionprotection

�� Law No. 413/2005 Coll.Law No. 413/2005 Coll.

�� incorporating into the Atomic Act new article which incorporating into the Atomic Act new article which 
specifies specifies sensitive activitiessensitive activities

�� stipulating who can perform these activitiesstipulating who can perform these activities
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UN UN and  other bilateral, regional and  other bilateral, regional 
and multilateral activitiesand multilateral activities

�� 1995  1995  training coursestraining coursesconcerning physical protection are concerning physical protection are 
regularly heldregularly held

�� 1995 CR is a contributor to the IAEA1995 CR is a contributor to the IAEAIllicit TraffickingIllicit Trafficking
DatabaseDatabase

�� 2002  2002  Czech experts' participation on Czech experts' participation on IPPAS missionsIPPAS missions
uponupon request of the IAEArequest of the IAEA

�� 2005  2005  International WorkshopsInternational Workshops on Global Best Practices inon Global Best Practices in
Nuclear Materials Accountancy, Control andNuclear Materials Accountancy, Control and
PhysicalPhysicalProtectionProtection

�� 2009  2009  Regional System for Combating Illicit Trafficking of Regional System for Combating Illicit Trafficking of 
Nuclear Materials in Murmansk regionNuclear Materials in Murmansk region
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Nuclear material accountancyNuclear material accountancy

�� IAEA safeguards systemIAEA safeguards system

�� SafegurdsSafegurdsAgreements (Additional Protocols)Agreements (Additional Protocols)
�� States undertake to accept safeguards for the States undertake to accept safeguards for the 

exclusiveexclusivepurpose of verifying that nuclear purpose of verifying that nuclear 
materials in all peaceful nuclear activities are materials in all peaceful nuclear activities are 
not diverted to nuclear weapons or other not diverted to nuclear weapons or other 
nuclear explosive devicesnuclear explosive devices

�� EuratomEuratom
�� EuratomEuratom TreatyTreaty

�� nuclear materials are not nuclear materials are not 
diverted fromdiverted from their intendedtheir intended
uses and EUuses and EUinternationalinternational
commitmentscommitmentsare complied withare complied with
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Czech legislation and safeguardsCzech legislation and safeguards

ACT No. 18/1997 Coll.ACT No. 18/1997 Coll.
on Peaceful Utilisation of Nuclear Energy and Ionis ingon Peaceful Utilisation of Nuclear Energy and Ionis ing

Radiation Radiation 
(the Atomic Act)(the Atomic Act)

and on Amendments and Alterations to Some Actsand on Amendments and Alterations to Some Acts

CHAPTER TWOCHAPTER TWO

Section 4Section 4
(1)(1) Nuclear energy and nuclear items may be Nuclear energy and nuclear items may be 

utilised in accordance with international utilised in accordance with international 
commitments of the Czech Republiccommitments of the Czech Republic solely for solely for 

peaceful purposespeaceful purposes . . 
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Czech legislation and safeguardsCzech legislation and safeguards

Atomic ActAtomic Act
Section 3Section 3

CompetenceCompetenceof the State Office for Nuclear Safetyof the State Office for Nuclear Safety(1/2)(1/2)

(2)(2) The OfficeThe Office
b)b) shall monitor nonshall monitor non--proliferation of nuclear weapons and proliferation of nuclear weapons and 

carry out carry out State supervision of nuclear items and physical State supervision of nuclear items and physical 
protection of nuclear materials and nuclear installationsprotection of nuclear materials and nuclear installations;;

n)n) shall maintain a shall maintain a State system of accounting for and control State system of accounting for and control 
of nuclear materialsof nuclear materialsand data and information in and data and information in 
accordance with international agreements binding on the accordance with international agreements binding on the 
Czech Republic, and shall set out requirements   for Czech Republic, and shall set out requirements   for 
accounting methods and inspection thereof in an accounting methods and inspection thereof in an 
implementing legal regulation;implementing legal regulation;
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Czech legislation and export controlCzech legislation and export control

�� Competence of the State Office for Nuclear Safety (2/2)Competence of the State Office for Nuclear Safety (2/2)

(2)(2) The OfficeThe Office
o)o) shall maintain a national system for registration of shall maintain a national system for registration of 

licensees, registrants, imported and exported Trigger List licensees, registrants, imported and exported Trigger List 
items, items, ……

�� Two competent authorities in nuclear domainTwo competent authorities in nuclear domain
�� Ministry of Industry and TradeMinistry of Industry and Trade
�� State Office for Nuclear SafetyState Office for Nuclear Safety

�� Cooperation with the Ministry of FinanceCooperation with the Ministry of Finance
�� General Directorate of CustomsGeneral Directorate of Customs
�� Customs OfficesCustoms Offices
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Czech legislation and export controlCzech legislation and export control

�� Ministry of Industry and Trade Ministry of Industry and Trade –– Licensing OfficeLicensing Office

�� Nuclear Suppliers GroupNuclear Suppliers Group
�� Australia GroupAustralia Group
�� Chemical Weapons ConventionChemical Weapons Convention
�� WassenaarWassenaarArrangementArrangement
�� Missile Technology Control RegimeMissile Technology Control Regime

�� Legal frameworkLegal framework
�� Act No. 594/2004 Coll., implementing the regime of the    Act No. 594/2004 Coll., implementing the regime of the    

European Communities for the control of exports of European Communities for the control of exports of 
dualdual--use items and technologyuse items and technology

�� Council Regulation (EC) No. 428/2009Council Regulation (EC) No. 428/2009setting up a setting up a 
Community regime for the control of exports, transfer, Community regime for the control of exports, transfer, 
brokering and transit of dualbrokering and transit of dual--use itemsuse items
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Illicit Trafficking DatabaseIllicit Trafficking Database

ObjectiveObjectiveand Scopeand Scope

� established in 1995, following the decision by the IAEA 
Board of Governors

� to help strengthen nuclear securityworldwide and prevent 
nuclear and radiological terrorism

� to facilitate exchange of authoritative information on 
incidents of illicit trafficking and other related 
unauthorized activities involving nuclear and other 
radioactive materials among States

� Czech Republic joined the ITDB programme on December 
4, 1995
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Illicit Nuclear TraffickingIllicit Nuclear Trafficking

Threats assessment Threats assessment –– terrorist nuclear attackterrorist nuclear attack

� various unauthorized or illicit activities (transportation, 
attempted sale, possession, disposal) 

� using various forms of radiological dispersal devices 
(Dirty Bomb )

� sabotageat nuclear facility

� using a weapon manufactured from stolen fissile material 
(Improvised Nuclear Device)

� using a stolen nuclear weapon
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Illicit Illicit NuclearNuclear TraffickingTrafficking

Threats assessment Threats assessment –– potential adversariespotential adversaries

� unsophisticated opportunistic adversaries 
� motivated primarily by money (may by more likely)

� highly sophisticated and determined adversaries
� may have strong ideological motivations (may be 

more dangerous)
� ability to avoid detection and cause greater 

consequences
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Illicit Nuclear TraffickingIllicit Nuclear Trafficking

Threats assessment Threats assessment –– ddefenseefense

� Prevention of the diversion of the material 
� Physical Protection
� Safeguards

� Detectionof the illicit movement of the material
� Technical means
� Intelligence
� Accountancy and Control

� Responseof the competent authorities
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PreventionPrevention

� cooperationamong the IAEA and Member States

� inspection activities– modern equipments and detection 
techniques

� cooperationwith the Police of the Czech Republic and the 
Security Information Service

� permanent working group of experts were established-
representatives of SONS, Ministry of Interior, Police of the 
Czech Republic, Ministry of Foreign Affairs, Intelligence 
Agencies and Directorate of Customs cooperate to combat 
Illicit Trafficking
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PreventionPrevention

� prevention of illicit trafficking should be established by:
� improving of the state system of accountancy for and 

control of the nuclear and radioactive materials

� strengthening of the state system of physical protection 
of the nuclear and radioactive materials

� strengthening of export controls applied to nuclear 
transfers to any non-nuclear-weapon State and, in the 
case of controls on retransfers, to transfers to any 
State

� ensuring cooperation in the development of technology
to combat nuclear terrorism and to deny safe haven to 
terrorists seeking to acquire nuclear materials
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LegislativeLegislative frameworkframework

�� National legal instrumentNational legal instrument –– Atomic Act, issuing of licence for Atomic Act, issuing of licence for 
handling with nuclear materials, issuing of licence for export ahandling with nuclear materials, issuing of licence for export and nd 
import of nuclear items or transit of nuclear materialsimport of nuclear items or transit of nuclear materials, , state system state system 
of accounting for and controlof accounting for and controlof of nuclearnuclear and and radioactiveradioactive materialsmaterials

�� International Treaties and conventionsInternational Treaties and conventions–– Treaty on the NonTreaty on the Non--
Proliferation of Nuclear Weapons (with Comprehensive Safeguards Proliferation of Nuclear Weapons (with Comprehensive Safeguards 
Agreement and Additional Protocol in force), Convention on the Agreement and Additional Protocol in force), Convention on the 
Physical Protection of Nuclear MaterialPhysical Protection of Nuclear Material

�� CControl regimesontrol regimes –– Nuclear Suppliers Group; Zangger CommitteeNuclear Suppliers Group; Zangger Committee, , 
CTBTO, GICNT,...CTBTO, GICNT,...

�� Information exchange systemsInformation exchange systems–– Illicit Trafficking Database (ITDB)Illicit Trafficking Database (ITDB)
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Strengthening Strengthening -- Technical MeansTechnical Means

Hand Hand –– held MCA spectrometerheld MCA spectrometers s 
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Strengthening Strengthening -- Technical Technical MeansMeans

RadiationRadiationPortal Portal MMonitorsonitors
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Illicit Trafficking DatabaseIllicit Trafficking Database

ITDB requirements in the Czech RepublicITDB requirements in the Czech Republic

�� cooperationcooperationwith the IAEA and ITDB with the IAEA and ITDB MM ember ember SStatestates, , 
clarification of the clarification of the alleged incidentsalleged incidentsto the IAEAto the IAEA

�� encrypted emailsencrypted emails(PGP) for exchange of incidents reports (PGP) for exchange of incidents reports 
between the IAEA and between the IAEA and MM ember ember SStatetate

�� SONSSONSplays the main role in the coordination of the activities plays the main role in the coordination of the activities 
performed in this field. performed in this field. 
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Illicit Trafficking DatabaseIllicit Trafficking Database

Materials CategoryMaterials Category

� Nuclear materials– uranium, plutonium 
and thorium

� Other radioactive materials– sealed radioactive 
sources or bulk radioactive materials

� Other materials – radioactively contaminated materials 
in form of contaminated equipments, scrap, 
agricultural products and other…
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Types of incidentTypes of incident

Database includes various type of incidents - unauthorized 
acquisition, provision, possession, use, transfer or disposal 
of nuclear materials and other radioactive materials.
The ITDB also includes inadvertent loss and discovery 
uncontrolled materials, e.g. orphan sourcesorphan sources.

�� Group 1 (Unauthorized possession and related criminal Group 1 (Unauthorized possession and related criminal 
activities) activities) –– unauthorized possession, attempted sale, unauthorized possession, attempted sale, 
unauthorized (attempted) movement, unauthorized unauthorized (attempted) movement, unauthorized 
(attempted) transaction(attempted) transaction

�� Group 2 (Theft or loss) Group 2 (Theft or loss) –– thefts, losses, missing,thefts, losses, missing,mmisroutingisrouting
�� Group 3 (Other unauthorized activities) Group 3 (Other unauthorized activities) –– discovery, discovery, 

unauthorized disposal, unauthorized /undeclared unauthorized disposal, unauthorized /undeclared 
shipment,shipment, storagestorage
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Illicit Trafficking DatabaseIllicit Trafficking Database

Summary of Summary of incidents in the Czech Republicincidents in the Czech Republic

Type of incidentsType of incidents

0 1 2 3 4 5

Discovery

Attempted Sale

Unknown

Unauthorised possession

Missing

Unauthorized disposal

Theft

Unauthorized or undeclared storage

Loss

number of incidents
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Illicit Trafficking DatabaseIllicit Trafficking Database

Summary of Summary of incidents in the Czech Republicincidents in the Czech Republic

Materials involvedMaterials involved
Nuclear   materials (19 pcs)

Sealed   radioactive    sources  (4 pcs)

Radioactively   contaminated   materials  (2pcs) 
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Illicit Trafficking Incidents in CIllicit Trafficking Incidents in CRR

ConclusionsConclusions
� prevention of illicit trafficking should be established by:

� improving of the state system of accountancy for and
control of nuclear and radioactive materials

� strengtheningof the state system of physical protection
of nuclear and radioactive materials

� combating is ensured through extensive cooperation of the 
state authorities focusing on investigation of the illegal 
activities concerning illicit trafficking - Police of the Czech 
Republic and the Security Information Service play a 
principal role in this matter

� SONSplays the main role in the coordination of the activities 
performed in this field
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Illicit Trafficking DatabaseIllicit Trafficking Database

ThankThank youyou forfor youryour attentionattention


